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\ Heap: Overview

e Pool of memory used for dynamic allocation at runtime

o malloc - grabs memory from the heap

o free - releases memory on the heap



Heap: Overview

gef> vmmap

[ Legend: | Heap | 1

Start Enc 0ffs Pe Pat

0x0000555555554000 0x0000555555555000 0x000000 r-- /home/bl4ck/wip/how2heap/glibc_2.31/fastbin_dup
0x0000555555556000 0x0000555555557000 0x0000000000002000 r-- /home/bldck/wip/how2heap/glibc_2.31/fastbin_dup
0x0000555555557000 0x0000555555558000 0x0000000000002000 r--

/home/bl4ck/wip/how2heap/glibc_2.31/fastbin_dup
» k/wip/how2heap/glibc_2.31/fastbin_dup

0x00007ffff7dd5000

0x00007ffff7f46000
0x00007ffff7f92000
0x00007ffff7f95000
0x00007ffff7f98000
0x00007ffff7faleee
0x00007ffff7fa5000
0x00007ffff7fa6000
0x00007ffff7fa7000
0x00007ffff7fa8000
0x00007ffff7fc7000
0x00007ffff7fcdoee
0x00007ffff7ff2000
0x00007ffff7ffbooO
0x00007ffff7ffdeee

oxffffffffff600000

0x00007ffff7f92000
0x00007ffff7f95000
0x00007ffff7fo8000
0x00007ffff7faleee
0x00007ffff7fa3000
0x00007ffff7fa6000
0x00007ffff7fa7000
0x00007ffff7fa8000
0x00007ffff7faad00
0x00007ffff7fcbooo

0x00007ffff7fce@00
0x@0007ffff7ff5000
0x00007ffff7ffdeee
0x00007ffff7fffo00

oxfFFfFFff 601000

0x00007ffff7dfbeee 0

0x0000000000171000
0x00000000001bcO0O
0x00000000001bT000

0x0000000000000000
0x0000000000004000
0x0000000000004000
0x0000000000005000
0x0000000000000000

0x000

0x0000000000000000

0x0000000000025000
0x000000000002d000
0x000000000002T000

0x0000000000000000

Jusr/1ib/1libc-2.33.

/usr/lib/libc-i.33.
Jusr/1ib/1ibc-2.33.
Jusr/1ib/1ibc-2.33.

SO

SO
SO
so

/usr/1lib/1ibd1l-2.

Jusr/lib/libdl-2.
Jusr/1ib/1ibd1-2.
/usr/lib/1libd1-2.

[vvar]

Jusr/1ib/1d-2.33.s0
/usr/lib/ld-i.33.
Jusr/1ib/1d-2.33.
Jusr/1ib/1d-2.33.

el
S0
S0

[vsyscall]

33.s0

33.s0
33.s0
33.s0
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\ Heap: Chunks

e Consists of Heap Chunks, and there are different types:
o Allocated Chunk
o Free Chunk
o Top Chunk
o Last Remainder Chunk



Heap: Chunks

mchunkptr —» A = Allocated Arena

mchunkptr A = Allocated Arena
—size [AP [ M=Mmapd
P = prev in use
I

bk nextsize large chunks only

 size | M = Mmap'd
returned P = prev in use
by malloc
chunk payload

—size [A®

| prev size |» sameas size

—size [AP| P

Source: https://www.sourceware.org/glibc/wiki/MallocInternals
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\ Heap: Top Chunk

e Used to service user requests when there are NO FREE
CHUNKS
e Features:
e |[f top_chunk-> >requested->- -, itis splitin two
o User chunk (requested size)
o Remainder Chunk (of remaining size)
e Else the top chunk is extended using sbrk or mmap
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\ Heap: Coalescing

e Two chunks which are free can't be adjacent
o Combined into a single free chunk
e Why?
o Eliminates fragmentation



Arenas and Heaps

° - Initial heap’s arena
o We are usually interested in this one

e More than one region can be managed by malloc
o Why? Multi-threading
o These regions are called

:
s — bt —

heap_info - brey
—

arena

chunks
chunks




\ Main Arena: Bins

Bins:
(@)

O

Different types, based on chunk size and history:

O

O
©)
O

Free-list structures
Hold free chunks

Fast bin (not coalesced)
Small bin

Large bin

Unsorted bin



Main Arena: Bins

mutex

fastbins| |

bing| ]

nextfree




Main Arena: Bins
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Bins Linked List Type Chunk Size Coalescing
Range
Fast Singly-linked 16 — 80 bytes ) ¢
Small Doubly-linked 80 — 512 bytes v
Large Doubly-linked 512+ bytes v
Unsorted Doubly-linked Small and Large ) 4
chunks
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\ Unsorted Bins

e When a small or large chunk gets freed, it is added to the
Unsorted Bin
e Why?
o Helps speed up memory allocation



Large Chunks: Special Cookies

Large chunks have extra fields so they can best fit user requests:

e Size -to keep an ordered list (descending order)
e Allows malloc to quickly search for the first big enough chunk

fd nextsize
c._:.



Thread Local Cache (tcache)

e Introduced in glibc 2.26 to
e Structure
e Similar to Fast Bins Per-thread Cache (tcache)

entries [ ]

e

counts [ ] tcache_count (TCACHE_FILL_COUNT)

tcache_bins (TCACHE_MAX_BINS)




Thread Local Cache: tcache_put

static _ always_inline void
tcache_put (mchunkptr chunk, size_t tc_idx)

{

tcache_entry *e = (tcache_entry *) chunk2mem (chunk);

e->key = tcache;

e->next = tcache->entries[tc_idx];
tcache->entries[tc_idx] = e;
++(tcache->counts[tc_idx]);



Thread Local Cache: tcache_get

static _ always _inline void *

tcache_get (size_t tc_idx)

{
tcache_entry *e = tcache->entries[tc_idx];
tcache->entries[tc_idx] = e->next;
--(tcache->counts[tc_idx]);
e->key = NULL;
return (void *) e;



Heap Vulnerabilities

3 main categories:

e Double-free
e Use-After-Free
e Overflow

Source: https://github.com/shellphish/how2heap

Techniques:

Unsafe-unlink (kind of patched?)
Fastbin and Tcache dup/poison
Poison null-byte

Overlapping chunks

House of <insert random word>
o House of Force
o House of Heinerjar
o  House of Spirit
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Resources

Malloc security checks -
https://heap-exploitation.dhavalkapil.com/diving_into_glibc_heap/security_checks

Malloc internals - https://www.sourceware.org/glibc/wiki/MallocInternals
How2heap - https://qithub.com/shellphish/how2heap

Glibc source code - https://elixir.bootlin.com/glibc/latest/source

Temple of PWN -
https://www.youtube.com/playlist?list=PLiCcquURxSpbD9MO0ha-Mvs-vLYt-VKIWt
LiveOverflow -
https://www.youtube.com/playlist?list=PLhixgUgwRTjxgllswKp9mpkfPNfHkzyeN
GEF gdb extension - https://github.com/hugsy/gef
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